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Critical Security Controls

Why Care

“Cybersecurity attacks have the potential to yield
disastrous results for healthcare providers and society

as a whole.
It is imperative healthcare providers acknowledge the
need to address cybersecurity concerns and act

accordingly.”

- HIMSS 2016 Survey
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Critical Security Controls

What are the Critical Security Controls (CSC)

1) Inventory of
Authorized and

20) Penetration Tests and Red Team Unauthorjzed Devices
Exercises '

2) Inventory of Authorized and Unauthorized Software

3) Secure Configurations for Hardware and
. Software on Laptops, Workstations, and Servers

3)

19) Secure Network Engineering

4) Continuous Vulnerability

18) Incident Response Capability ‘. 18 [
N Assessment and Remediation

-
17) Data Loss Prevention
5  5) Malware Defense
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_ 6) Application Software
: 6 }, Security

@ 7) Wireless Device Control

8  8) Data Recovery Capability
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16) Account Monitoring
and Control

15) Controlled Access ¢;15 ]
Based on Need to Know

14) Maintenance, Monitoring 14 J

and Analysis of Audit Logs ~

9) Security Skills Assessment and Appropriate
Training to Fill Gaps

13) Boundary Defense

12) Controlled Use of 11) Limitation and Control  10) Secure Configuration of Devices such as Firewalls,
Administrative Privileges of Network Ports, Routers, and Switches

Protocols and Services
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Critical Security Controls

Benefits of the Controls
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Critical Security Controls

Endorsements
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"THE NATIONAL GOVERNORS ASSOCIATION RECOMMENDS THAT
STATES TURN TO THE CRITICAL SECURITY CONTROLS FOR A
BASELINE OF EFFECTIVE CYBERSECURITY PRACTICES.”

- National Governors Association
Act and Adjust: A Call to Action for Governors for Cybersecurity

HOIIlel alld Trust in, and value from, information systems

7 Security NIST

Security
Standards Councnl
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